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Abstract. Virtual Reality is the most promising technology for providing new
learning and education solutions and more efficient opportunities for a revolu-
tionary training environment. Here we introduce a Learning Management Sys-
tem (LMS) for providing users not only with all education material but also
supporting experiential learning as well through VR simulations. The presented
VR model trains users for managing several threat factors, ensuring data pro-
tection and security for the operation of LPWAN in Industry 4.0 environment.
The training platform uses virtual reality environment so that to increase user’s
comprehension of the provided security level of an LPWAN network. In
addition to this, users of Virtual Reality training platform can easily discover the
security vulnerabilities of the LPWAN deployment. The proposed VR model
provides a web based portal that is incorporated with Moodle and OpenSim for
providing a user interface for managing Learning activities and for consistent
linking of learning activities in e-Learning and OpenSim environments.

Keywords: Virtual reality - Learning Management Systems + VR simulation -
VR training - LPWAN

1 Introduction

Over the last years the widespread usage of Internet and accessibility at educational
resources; the new technologies and various accessing means have led to the creation of
vast amount of open online educational environments. There have been examined and
proposed new concepts and methodologies towards the realization of e-participation of
students and at the same time aiming to the integral combination of academic and
industrial sector [1-6]. Many scientists work on the technologies and methods of
adaptive learning (see [7—12]). On the other hand the adoption of new technologies like
Virtual Reality in education could offer different more adaptive and attractive learning
experience. The development of 3-dimensional Virtual Worlds is a key element in
distance learning [13—15] offering a 3-D experience to users interaction and commu-
nication [16].

Virtual Reality (VR) has the ability to create and integrate any kind of environment,
redesign, retest and refined them in a virtual computer based framework. Thus, Virtual
Reality is the most promising technology for providing new learning and education
solutions and more efficient opportunities for a revolutionary training environment. The
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use of Virtual reality for training and learning proposes [17-21] is attracted great
interest from the research community. Thus various VR use case scenarios are pro-
posed to learning users specific activities [22-26]. Beyond that, VR simulation on a
real-time event in industry can investigate poorly understood phenomena and allows
companies to decrease design and production costs [17, 18, 21, 23, 27-35]. In one of
those scenarios, they created a platform that simulates an actual facility. All buildings
and objects were created with the use of 3D CAD. The user with the use of HMD and
haptics could perform machining operations. The creation of a method for a risk
evaluation is critical for all industries. The VR has been used for evaluation and testing
[21, 28]. Furthermore VR simulation of a real-time movement decreases the potential
cost and risk of physical implementation thus Virtual Reality is undeniable a unique
tool that has many uses [36], from teaching students all around the world to simulate
safety scenarios [20, 37, 38]. It is a great substitute for the real life environment and can
minimize the safety concerns especially for training users to a new technology. Here
our VR model trains users to a new IoT technology.

Here we introduce a Learning Management System (LMS) for providing users not
only with all education material but also supporting experiential learning as well
through VR simulations. Moreover we implemented a simple user role playing 3D
game for delivering Information Security issues in LPWAN networks thought the LMS
platform that includes all the learning material for exploiting security parameters in
LPWAN. Our proposed training system includes an internet portal that provides to the
users an Learning Management System (LMS) that will support the exchange of
information on learning activities and uses the possibilities of the 3D virtual world
technology to create experiential learning simulations. Finally we evaluate the usage of
the developed VR training system by a set of 10 students.

1.1 VR Software Platforms

There are various software application that could be used to create Virtual Environment
with specific scenarios usable for training users not only in education sector but in
industry sector [39]. Unreal Engine 4 and Unity 3D are VR tools that can be used to
develop VR applications for training users in various scenarios but require heavy
coding. There is also the solution of Second Life and OpenSim. Those two platforms
have been used for years to create virtual worlds for education and learning. Both
OpenSim and Second Life are applications that are easy to install and maintain [40].
Unlike those two platforms Linden Lab, the company behind Second Life, they pub-
lished a new platform named Sansar. In this platform they upgraded the graphics to
provide improved immersion but it also raised the PC requirements. The realistic look
of a VR application makes the immersion better. Software such as blender and 3DS
max has been used to create 3D models. In the presented VR model we use the
OpenSimulator because it provides less immersion compared to platforms that have
been created from Unity 3D and Unreal Engine 4, it is widely used for educational
purposes and in some cases replace the classroom.
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1.2 LPWANs

There is a wide applied approach of exploiting sub-GHz bands in order to increase the
transmission range of nodes by trading-off data transmission rate while keeping at the
same time power consumption at low levels [41]. This so-called Low-Power Wide
Area Networks (LPWANSs) are in contrast to high-frequency communication. In fact,
low frequency signals are not as attenuated by obstacles, thick walls or multipath
propagation and they are contributing in this way to robustness and reliability of the
signal [42].

LPWAN technologies allow IoT devices to connect to gateways (also called col-
lectors or concentrators) over distances in the range of several kilometers. Overall,
LPWANSs are promising candidates for IoT applications in Industry 4.0, since they
allow high energy autonomy of the connected devices, low device and deployment
costs, high coverage capabilities and support a large number of devices [43].

1.3 Security in LPWANs

Security is a major concern for novel Industrial IoT environments, since primitively
industrial systems are not designed to deal into an internet not secure connected
environment. One major concern about the security threats in industrial [oT ecosystems
is the possibility to disclosure critical data and information. Exposure of critical data is
essential such as revealing the design of a new product, which could cause substantial
financial and reputation loss. Industrial competitors spend a lot of effort to gain some
inside information about products, suppliers, production procedures and methodolo-
gies. The disclosure of critical business data may allow access to the critical know-how
of a company and might result in a very high business risk.

Regardless of the technology used to connect the smart devices with the Internet in
the industrial environment, during the interaction within the IoT ecosystem, huge
amounts of data are being recorded, shared, aggregated, annotated, stored and pro-
cessed. If an external have access to these collected data may use it to extract or infer
sensitive information about the industrial process and so violate company’s and cus-
tomers’ privacy [21, 44].

It is essential that any IoT system must guarantee the confidentiality and integrity of
the information and the privacy and anonymity especially for industrial users. More-
over, it is important to guarantee the confidentiality of the end nodes data, especially
when these end node devices operate in open and uncontrolled environments. Inher-
ently, IoT framework suffers from several security issues which are more challenging
than any other case because of the complex and resources-constrained IoT devices
environment. There are initiated a lot of research efforts in order to investigate and
provide efficient security solutions for IoT environment, particularly to address
resources constraints and scalability issues. A comprehensive top-down survey of the
most recent proposed security and privacy solutions in IoT is provided in [45].

Recently some technical papers have concentrated on the security vulnerabilities in
LPWANSs [46-48] providing alternative solutions for the cryptographic primitives (see
[49] and [50]). Authors in [10] focus on application server vulnerabilities and in [51]
introduced an alternative key management scheme. However, to the best of our
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knowledge, there are no approaches that analyze the trust from a technological, policy
and public awareness point of view, based on a trust life cycle of a system that includes
the operation phases.

1.4 Our VR Model

In the present study is designed and implemented a Learning Management System
(LMS) that supports Virtual Reality technology for training purposes. The designed
system includes an LMS platform includes various learning and assessment activities
and implements educational activities in Virtual Reality environments. The imple-
mented system utilizes a Virtual training model that helps users to investigate the
security issues and tools in LPWAN protocols and to better understand new risks and
vulnerabilities that they should consider and address when they use LPWAN protocol.

The presented VR model utilizes the designed use case scenarios that were intro-
duced in [36, 52] for training users for managing several threat factors, ensuring data
protection and security for the operation of LPWAN in Industry 4.0 environment. The
training platform uses virtual reality environment so that to increase user’s compre-
hension of the provided security level of an LPWAN network. In addition to this, users
of Virtual Reality training platform can easily discover the security vulnerabilities of
the LPWAN deployment. The proposed VR model provides a web based portal that is
incorporated with Moodle, Sloodle and OpenSim for providing a user interface for
managing Learning activities and for consistent linking of learning activities in e-
Learning and OpenSim environments. Finally we evaluated the usage of the developed
VR training system by a set of 10 students.

1.5 Structure

The rest of the paper is organized as follows. Section 2 presents system’s architecture
and its components. Section 3 presents the unifying training environment and Sect. 4
summarizes its usage evaluation by a small set of users. The paper concludes in Sec. 5
along directions for future work.

2 System’s Architecture

The architecture of VR training system is consisted on the following main components:

Link to the home page

Template of courses

Learning Activities

Learning Assessment Tasks

The Forum

Help links to users’ manual, training course, and video on the use of the portal
Professors’ and Students’ user interface

The VR training Environment.
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System’s architecture is consisted of various components that have different and
complementary functionalities and roles. In the following, we will give a detailed
description of the portal:

Home Page: This is the main informational web page. Through this web page, the
Users are informed about the system’s functionality and how it operates. It provides to
the users the necessary links to the other components of the system. Every time a user
desires to interact with the system, the first action to take is to visit the url of the portal
and then he can perform various actions (e.g. evaluate a competence, browse a Course
etc.). Home Page is accessible through http://www.tiphys.eu/moodle/ (see Fig. 1).
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Fig. 1. Home page.

Professors Interface: A professor could log into the portal and access the interface in
order to:

Edit/Insert data in a specific Course

View a Course

Add Announcements

Insert/edit an Learning Activity

Edit an VR environment of the uploaded learning activities and assessment tasks

Student Interface: A student could log into the portal and access the interface in order
to:
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View a Course

View Announcements

Access the list of Learning Activities/Assessment Tasks

Participate in VR simulation for a of Learning Activity or Assessment Task
View a Virtual Presentation

Participate to a virtual exam

List of Courses: This component includes the index of all the provided Courses and
their links. Students could browse part or/all the provided Courses through this web
page.

Course Components

Each Course component consists of the following subcomponents:

1.

2.

Course’s Description: This component includes a detailed description for each
Course.

Announcements: This component includes and presents all the uploaded
announcements from professors for the specific Course.

. Teaching Learning Activities: This component describes the Teaching Learning

Activities for each Course for learning Industry 4.0.

. Assessment Tasks: This component helps students to understand what actual

assessment tasks.

. Must be delivered by a specific Course. Professors are responsible for constructing

these tables.

. VR simulation: This component is responsible for the realization of virtual training

environment for a specific assessment task or learning activity (see Fig. 2).

. VR components: This component uses VR representation for participating a VR

class attendance or a VR exam (see Fig. 3).

The developed system includes an open LMS website. The LMS was developed using
the Moodle technology. Moodle is installed in a Linux server that operates Linux
Ubuntu 16.04.4 and it uses mysqli as a database. Moodle provide the users with tools to
create their own courses, communicate via messages with other users and post ques-
tions in dedicated forums for each course.

Teaching Learning Activities(TLA) — ReoIiTy
Assessment Tasks(AT)

Fig. 2. VR simulation.
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Each course includes a list of Learning Activities and Assessment tasks and some of
them are connected with the VR training environment.

INDUSTRY 4 D

Fig. 3. VR presentation and VR exam.

3 The VR Training Environment

Virtual Reality training environment operates via OpenSimulator server and user’s
client uses the Firestorm viewer. The LMS system is connected with the VR training
environment via the HOP technology. The learning activities and assessment tasks
(Fig. 1) are connected with a set of URLs in the virtual reality server and when users
from the browser click on the link he will be teleported to the specific locations of
training (Fig. 2).

The creation of the included 3D objects in the implemented VR training environ-
ment was made via OpenSimulator’s native tool and via creating collada files by using
blender or any other software for 3D object creation.

The developed scripts in VR Training environment are created in server by using
the Linden Script Language for short LSL. LSL is a native scripted language developed
and used in the OpenSimulator server.

The users in the VR Training Environment can navigate in Virtual World and
interact with it. They can view lectures, do exams and participate in quiz questions.
They can also use the chat function or the voice chat to communicate with others.

VR presentation was created as an object using the OpenSimulator’s native tools.
VR presentations are uploaded in server, by creating an image for each slide, and
imported them in its object. The developed scripts in the LSL language provide VR
view function of presentation’s object.

The VR exams and quizzes were created as a small object and it is added a small
image. A notecard with the questions was created and imported to their object. The
developed scripts in the LSL language provide a VR read function of the notecard and a
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small dialog box that opens on the top right side of the user for answering them. All the
answers are recorded and can be seen by other users in the chat.

We implemented a “Security in LPWAN” course in the presented training envi-
ronment for evaluating user’s comprehension of the security parameters of an LPWAN
network by a small set of ten students. The presented training environment implements
a 3D game where the specific tools and approaches ensuring that users know the basic
security tools of LPWAN protocol and understand the potential security flaws for their
actions. Therefore the course “Security in LPWAN” includes the following set of
learning activities and assessment tasks that are linked to a VR training environment
where the user has to pass through different rooms/areas for concluding a 3D game.

The course “Security in LPWAN” includes the following list of Learning Activities
and Assessment Tasks that are connected with the VR training environment:

. LPWAN Network Architecture

. Keys’ Security Parameters

. How does the Joining Procedure work
. How to send a packet

AW =

In all implemented VR environments user’s avatar could make specific actions like
navigation, interaction with objects, communication, objects creation and avatars
configuration within the virtual world. The main 3D experience of the Learning
activities and assessment tasks and how it helped the end-users are described in fol-
lowing subsections.

3.1 LPWAN Network Architecture

The designed training environment includes specific visualizations and steps so that the
user to be able to understand the basic security parameters of LPWAN network.
Initially users navigate thought a LPWAN network where the avatar can select the
connection links from different components as shown in Fig. 4. One of the basic

Fig. 4. LPWAN components.
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characteristics that LPWAN introduces in order to perform all its provided security
mechanisms is that the user interacts through various concentrators to an application
server that forwards the encrypted package to Network Server. The 90% of all end-
users stated that 3D virtual environment helped them to understand LPWAN compo-
nents and their functionality.

The assessment task for this learning activity includes a 3D game where the Avatar
has to select and connect an IoT device and thought its navigation is able to assess the
knowledge about the basic security factors of LPWAN by answering specific questions
in different parts of its navigation based on the acquired Virtual experience it possess.

3.2  How Does the Joining Procedure Work?

Here the VR environments simulates the learning activity by informing the user about
LPWAN joining procedures via a VR presentation as shown in Fig. 3. The user after
concluding the presentation he must be able to understand that the LPWAN network
provides two different procedures for connecting an IoT device with different security
requirements. All the users stated that the VR presentation has minor benefits compared
with the uploaded 2D presentation on LMS portal.

The assessment task for this learning activity is utilized by a quiz (see Fig. 5).
Based on user’s answers the user could follow two different joining scenarios. Here the
majority of users do not understood all the security parameters of the joining
procedures.

Fig. 5. Knowledge assessment

3.3 Keys’ Security Parameters

In this VR experience the user will learn how the corresponding keys are used by
constructing package information, encrypting and signing it.
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This VR experience implements the learning activity by a more experiential way
and users stated that got deeper knowledge on this environment compared to the
previous ones.

The packet construction VR experience helps the user to understand how an IoT
device is connected in LPWAN. User’s avatar can create its packet by selecting
packet’s component by a stack of objects. The packet construction VR experience helps
the user to understand what information is broadcasting by LPWAN protocol for
joining the network. Figure 6 shows the packet construction phase and how it helps the
avatar to be informed:

e for its actions.

e that the initial secret symmetric is known to both end-device and the network server.

e that the IoT device is equipped with an application identifier and a global unique
identifier.

Fig. 6. Packet construction

The avatar could also encrypt its constructed packet by throwing a dice for generating a
random number and by locking the packets by using a secret key for encrypting the
transmitted packet (see Figs. 7 and 8).

Finally the assessment task for this learning activity includes several quizzes that
are placed on different scenes of the VR environment (Fig. 9). The majority of the end
users stated that this VR experience helped them to increase their comprehension about
how the provided keys are used.

3.4 How to Send a Packet

The VR environment that implements this learning activity simulates the generation of
all the basic keys of LPWAN and visualizes where they are used. In this VR scenario
the avatar generates its secret keys by using an 128 bit key and the user has to select at
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Fig. 7. Generating a nonce

Fig. 8. Encrypting and sign

a panel either the Network Secret Key or Application Secret Key (Fig. 10). Moreover
this training phase visualize when the encryption is performed with the Application
Secret Key or the Network Secret Session Key and inform the user about the usage of
Application Secret Key and Network Secret Session Key and their relation to packet’s
content.
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Fig. 9. Assessment quizzes

Fig. 10. Getting secret keys

The assessment task checks user’s knowledge about the use of the generated ses-
sion keys (Application Secret Key and Network Secret Session Key) for encrypting all
further message payloads between the node and the application server during the
lifetime of the session (Fig. 11). The 80% present of users stated that this VR envi-
ronment mainly was helped them to understand how the application server could not be
able to decrypt their packet.
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Fig. 11. Sending a packet

4 End-Users Results

The most important result obtained from the evaluation of our VR training environment
from all of ten end users is the general perception that a training system that provides
all the education material and also supports VR learning simulations provides a very
convenient training experience. The majority of users are confident that 3D virtual
worlds can provide learners with a full understanding of a situation using experiential
3D use case scenarios.

Users in general prefer a VR use case scenario that simulates several real life
actions in order to obtain the sense of purpose of the simulating action, thus the VR use
case scenarios that only include 3D navigations and quizzes do not provide good
conceptual understanding.

Thus use case scenarios that simulates the learning activities must include several
interactions with virtual objects in order to enhance learners’ interest and engagement
to the learning tasks and help them to develop a stronger conceptual understanding.

5 Future Work

Here we proposed a VR training system that includes an internet portal that provides to
the users an Learning Management System (LMS) that will support the exchange of
information on learning activities and uses the possibilities of the 3D virtual world
technology to create experiential learning simulations. Moreover we implemented a
simple user role playing 3D game for delivering Information Security issues in
LPWAN networks thought the LMS platform that includes all the learning material for
exploiting security parameters in LPWAN and we evaluated its usage to a small set of
users.

Although Sloodle (Simulation Linked Object Oriented Dynamic Learning Envi-
ronment) provides various tools for integrating the Moodle with Second Life it is
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outdated and all the virtual tools except presenter were encountered various compati-
bility problems and errors. We plan to evaluate the usage of the developed VR training
system by using a bigger set of students in Computer Security theme. Based on the
evaluation, we will further update the environment so that to be able to successfully
educate the interested parties.

Acknowledgments. This work has been partially supported by the “TIPHYS 4.0 - Social
Network based doctoral Education on Industry 4.0” project No 2017-1-SE01-KA203-03452
funded by ERASMUS+ of the European Commission.

References
1. Berge, Z.L.: The role of the online instructor/facilitator. Educ. Technol. 35(1), 22-30 (1995)
2. Bule, J., et al.: Expert model development. In: Proceedings of the 10th IASTED International

10.

11.

12.

13.

14.

15.

16.

Conference on Computers and Advanced Technology in Education, Beijing, China, 8-10
October 2007, pp. 81-84 (2007)

Bule, J., et al.: E-course development based on the model “system assembly from reusable
component”. In: Proceedings of the 8th International Conference on e-Learning (ICEL
2013), Cape Town, South Africa, 27-28 June 2013, pp. 69-76 (2013)

Jones, E.A., et al.: Defining and assessing learning: exploring competency-based initiative.
Institute of Education Sciences, National Center for Education Statistics, 6 November 2002.
http://nces.ed.gov/pubsearch/pubsinfo.asp?pubid=2002159

Klein-Collins, R.: Competency-based degree programs in the US: postsecondary credentials
for measurable student learning and performance, Council for Adult and Experiential
Learning (2012). www.cael.org/pdfs/2012_ competencybasedprograms

Klein, J.D., et al.: Instructor competencies: standards for face-to-face, online, and blended
settings. http://www.tutzauer.com/TLC/Teaching_competencies.pdf. Accessed 15 May 2013
Liagkou, V., Stylios, C.: An E-competence evaluation portal for software engineering master
course. Int. J. Inf. Technol. Secur. 9, 27-38 (2017). ISSN 1313-8251

Liagkou, V., Stylios, C.: The case study of a software engineering e-competence evaluation
portal. In: Actual Problem of Education, pp. 21-23 (2017)

Maureen, E., et al.: Representing targets of measurement within evidence-centered design.
Appl. Meas. Educ. 23(4), 325-341 (2010)

Michorius, J.: Whats mine is not yours: Lora network and privacy of data on publishing
devices. In: 25th Twente Student Conference on IT (2016)

Misnevs, B.: E-learning in Latvia, dimensions of e-learning education. In: Proceedings of the
Cases on Challenges Facing E-Learning and National Development. Institutional Studies
and Practices, Latvia, pp. 379-409 (2010)

Misnevs, B., et al.: Data science: professional requirements and competence evaluation.
Baltic J. Mod. Comput. Riga 3(4), 441-453 (2016)

De Freitas, S.: Learning in immersive worlds: a review of game-based learning. In: Joint
Information Systems Committee, Bristol (2006)

De Freitas, S.: Serious virtual worlds report. JISC, Bristol (2008). http://www jisc.ac.uk/
publications/reports/2008/seriousvirtualworldsreport.aspx

Dickey, M.D.: Three-dimensional virtual worlds and distance learning: two case studies of
active worlds as a medium for distance education. Br. J. Educ. Technol. 36, 439451 (2005)
Kahiigi, E.K., Ekenberg, L., Hansson, H., Tusubira, F.F., Danielson, M.: Exploring the e-
learning state of art. Electron. J. e-Learn. 6, 77-88 (2008)



366

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

V. Liagkou and C. Stylios

Makarova, 1., Khabibullin, R., Belyaev, E., Bogateeva, A.: The application of virtual reality
technologies in engineering education for the automotive industry. In: International
Conference on Interactive Collaborative Learning, Florence, pp. 536-544 (2015)

Matsas, E., Vosniakos, G.C., Batras, D.: Prototyping proactive and adaptive techniques for
human-robot collaboration in manufacturing using virtual reality. In: Robotics and
Computer-Integrated Manufacturing, pp. 168-180 (2018)

Némec, M., Fasuga, R., Trubac, J., Kratochvil, J.: Using virtual reality in education. In: 15th
International Conference on Emerging eLearning Technologies and Applications, Stary
Smokovec, pp. 1-6 (2017)

Parlangeli, O., Palmieri, S., Mariani, M., Tartaglia, R., Arcangeli, G., Bagnara, S.: Usability
issues when applying virtual reality in education and training: a case study. In: Proceedings
of the Human Factors and Ergonomics Society Annual Meeting, pp. 628—631 (2000)
Price, B.A., Adam, K., Nuseibeh, B.: Keeping ubiquitous computing to yourself: a practical
model for user control of privacy. Int. J. Hum Comput Stud. 63(1), 228-253 (2005)
Carruth, D.W.: Virtual reality for education and workforce training. In: 15th International
Conference on Emerging eLearning Technologies and Applications, Stary Smokovec, pp. 1-
6 (2017)

Hamid, N.S.S., Aziz, F.A., Azizi, A.: Virtual reality applications in manufacturing system.
In: Science and Information Conference, London, pp. 1034-1037 (2014)

Seth, A., Vance, J.M., Oliver, J.H.: Virtual reality for assembly methods prototyping—a
review. In: Virtual Reality, pp. 5-20. Springer, Cham (2011)

Stuchlikova, L., Késa, A., Benko, P., Juhdsz, P.: Virtual reality vs. reality in engineering
education. In: 15th International Conference on Emerging eLearning Technologies and
Applications, Stary Smokovec, pp. 1-6 (2017)

Zhang, K., Suo, J., Chen, J., Liu, X., Gao, L.: Design and implementation of fire safety
education system on campus based on virtual reality technology. In: Federated Conference
on Computer Science and Information Systems, pp. 1297-1300 (2017)

Berg, L.P., Vance, J.M.: Industry use of virtual reality in product design and manufacturing:
a survey. In: Virtual Reality, Springer, London, pp. 1-17 (2017)

Biittner, S., Mucha, H., Funk, M., Kosch, T., Aehnelt, M., Robert, S., Rocker, C.: The design
space of augmented and virtual reality applications for assistive environments in
manufacturing: a visual approach. In: International Conference on PErvasive Technologies
Related to Assistive Environments, pp. 433-440 (2017)

Calvo, L., Lopez, F., Zulueta, E., Gonzélez-Nalda, P.: Towards a methodology to build
virtual reality manufacturing systems based on free open software technologies. Int.
J. Interact. Des. Manuf. 569-580 (2017). Springer, Paris

Gamlin, A., Breedon, P., Medjdoub, B.: Immersive virtual reality deployment in a lean
manufacturing environment. In: International Conference on Interactive Technologies and
Games, Nottingham, pp. 51-58 (2014)

Gandhi, R.D., Patel, D.S.: Virtual reality — opportunities and challenges. In: International
Research Journal of Engineering and Technology, pp. 482-490 (2018)

Choi, S., Jung, K., Noh, S.D.: Virtual reality applications in manufacturing industries: past
research, present findings, and future directions. In: Concurrent Engineering, pp. 40-63
(2015)

Darmoul, S., Abidi, M.H., Ahmad, A., Al-Ahmari, A.M., Darwish, S.M., Hussein, HM.A.:
Virtual reality for manufacturing: a robotic cell case study. In: 2015 International Conference
on Industrial Engineering and Operations Management, Dubai, pp. 1-7 (2015)

Hutabarat, W., Oyekan, J., Turner, C., Tiwari, A., Prajapat, N., Gan, X.P., Waller, A.:
Combining virtual reality enabled simulation with 3D scanning technologies towards smart
manufacturing. In: Winter Simulation Conference. Washington, pp. 2774-2785 (2016)



35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

A Case Study of a Virtual Training Environment 367

McGrath, J.L., Tackman, J.M., Dev, P., Danforth, D.R., Mohan, D., Kman, N., Crichlow,
A., Bond, W.F.: Using virtual reality simulation environments to assess competence for
emergency medicine learners. Acad. Emerg. Med. 25, 186-195 (2018)

Liagkou, V., Salmas, D., Stylios, C.: VR training model for exploiting security in LPWAN.
In: Conference on Intelligent Computation in Manufacturing Engineering, Gulf of Naples,
Italy (2018)

Gavish, N., Gutiérrez, T., Webel, S., Rodriguez, J., Peveri, M., Bockholt, U., Tecchia, F.:
Evaluating virtual reality and augmented reality training for industrial maintenance and
assembly tasks. In: Interactive Learning Environments, pp. 778-798 (2013)

Li, X., Yi, W., Chi, H., Wang, X., Chan, A.P.: A critical review of virtual and augmented
reality (VR/AR) applications in construction safety. Autom. Constr. 86, 150-162 (2018)
Liagkou, V., Salmas, D., Stylios, C.: Realizing virtual reality for Industry 4.0. In: CIRP
Conference on Intelligent Computation in Manufacturing Engineering, Gulf of Naples, Italy
(2018)

Christopoulos, A., Conrad, M.: Maintaining context in a changing (virtual) world -
educators’ perspectives for OpenSim and second life. In: 5th International Conference on
Computer Supported Education, Aache, Germany (2013)

Centenaro, M., Vangelista, L., Zanella, A., Zorzi, M.: Long-range communications,
unlicensed bands: the rising stars in the IoT and smart city scenarios. IEEE Wirel. Commun.
23(5), 60-67 (2016). https://doi.org/10.1109/MWC.2016.7721743

Raza, U., Kulkarni, P., Sooriyabandara, M.: Low power wide area networks: an overview.
IEEE Commun. Surv. Tutor. 19, 855-873 (2017)

Boulogeorgos, A., Diamantoulakis, P., Karagiannidis, G.: Low power wide area networks
(LPWAN:S) for internet of things (IoT) applications: research challenges and future trends.
CoRR, abs/1611.07449 (2016)

Pavlou, P.: State of the information privacy literature: where are we now and where should
we go? MIS Q. 35(4), 977-988 (2011)

Kouicem, D.E., Bouabdallah, A., Lakhlef, H.: Internet of things security: a top-down survey.
Comput. Netw. 141, 199-221 (2018)

Aras, E., Ramachandran, G.S., Lawrence, P., Hughes, D.: Exploring the security
vulnerabilities of Lora. In: IEEE International Conference on Cybernetics (CYBCONF
2017), pp. 1-6 (2017)

Chatzigiannakis, Y., Liagkou, V., Spirakis, P.: Providing end-to-end secure communication
in low-power wide area networks (LPWANS). In: International Symposium on Cyber
Security Cryptography and Machine Learning (CSCML 2018) (2018)

Emekcan, A., Gowri, R., Piers, L., Danny, H.: Exploring the security vulnerabilities of Lora.
In: IEEE International Conference on Cybernetics (CYBCONF), pp. 1-6 (2017). https://doi.
org/10.1109/cybconf.2017.7985777. Accessed June 2017

Kim, J., Song, J.: A simple and efficient replay attack prevention scheme for LPWAN. In:
International Conference on Communication and Network Security (ICCNS 2017), pp. 32—
36 (2017). http://doi.acm.org/10.1145/3163058.3163064

Miller, R.: Lora security: building a secure Lora solution. Technical report, MWR Labs
(2016)

Naoui, S., Elhdhili, M.E., Saidane, L.A.: Enhancing the security of the IoT LPWAN
architecture. In: International Conference on Performance Evaluation and Modeling in Wired
and Wireless Networks (PEMWN 2016), pp. 1-7 (2016)

Liagkou, V., Stylios, C.: A trustworthy and privacy preserving model for online competence
evaluation system. In: International Conference on Dependability and Complex Systems.
AISC, vol. 761, pp. 338-347. Springer, Cham (2018). ISBN 978-3-319-91445-9



